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8 June 1954

Tot Nr. Frieduan
Yromy Mr. Callimmhos, THG
gubject: Security Classification of Training Document BSA-TR-1678

Refexence: T/8 Telegram dated 9 March 1954 from Director, GCHR, to
Erig. Tiltmen, SLO

1. Tha V.X. objection to the inclusion at the OOEFIDENI'IAL level
of the information inm pera 6.5% of the FROD muutim, "Current
Uryptanaiytic Techniques”, comes zomevhat an & I
g Mee KO FEATOR Why asy of the subparagraphs 6. thraughﬁ
wirit s classification any higher than CONFIDENTIAL, It {3 true %Sm;
g1l of these subparagraphs have at one time ¢r another covered
tpervationnl systens) but it is also trus that meny portions of other
#ryptologic training texts, CONFIDENRTIAL snd even wiclassified, have
& have had cperational practicabiiity.

2. There is no guestion fn ny mind that, in subparagraph 6.54,
il the items but b and £ ave straightforvard eryptographic sspects.
Iten £ 43 dut & alight departurs from the dhrvious; but item b bas
been used time sl again when other faster means & gsneration have
nut besn mployed. The estire substance of persgraph 6.54 dealn with

of scurces of additive, without one word om erypt-
unl;r-isj there is not the slightest indication that thesa sources of
a&ditiw can b sxploited. Y vealize that the cbjection to 6.5 muat
tecause of 1ts applieability to certain sensitive problems.-

ar:‘zd tﬁ%n to put paychological mandom’'s head in the sand and deny its
L 24 encd

3. As for the genersl statement im the yeferenced telsgram that

"{his is » particularly striking example of the fendency to include
An this handbook information that ought 1o be graded TOP SECRET Coda-
‘werd", I have rvead carefully through the entire three volumes of the
minine; document {n question and T cannot find snything vhich to

my mind would sarrant exclusion from the standpoint of a CONFIDENTIAL
dpoument. At adfy xate, I think it pertivent to note that the ¥ROD
division which originally preparad and issusd this document is going
:g veplace it soon with another which they hope wili be without

Jection.

k. In parsgraph b of the yeferenced telegram it is wtated that
the myllsbus of the Milttary Cryptanalytics series shows that "Parts I
through IV are correctly graded CONFIDENTTAL since they are concerned
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with tecihniques that have repeatedly been described in piblished
%;Ea‘hure.a Is 1% the U.X. view, then, that items appearing in

the public damain arxe autometically classified CONFIDENTIAL? Actually,
it is yrojected that Partgs I through IV will comtain h materinl
that bas not appeared in the public domein, but this meterial iz not
#ipEcted to transcend inflormation to which ve normally asceridbe »
CONFILENTIAL elspgification.

$. A for the objecticn that the syllsbuses of Farts V and VI
“seen to up to cover secret processes that are turrently in use at
GCHQ for production of Category III COMINT and are tharefore technical
mterfal within the msaning of Note 18 to Appendix B yequirving the
prading T0P SECRET Codeword,” it is projected that thesa two textis
might be writthn st the CONFIDENTIAL BECRET levels respectively,

o facilitate their handling and use in training programs. Hovevar,
when the time actunlly comes for the fweparation of thess two taxts

1t might be necessaxy to raise the classification of sither oms o both
Af them, dependept wpon the trestment of the information contained.

I dimsgrea, hovever, with _the apperent inference that the solution

of eodes and enciphered codes, for example, is automatically in the
highast claseifiontion category because of the applicability aof these
tachniquas in operational problems. We have had for years CORFIDENTIAL
training problems {n enciphered-code ®olution is doth known and unknown
¢ddes. In this connection, Y might add that X have in my riles u

quite 14 paper (about 1330), on sdditive-snaiphered code solution
written by an smatewr vho had mever been in the tusineisj he deseridbed
in great detail the use of differencing technigues, &te. There certain-
1y seand to be & need for 2 common ground on Such mattexs.

6. Tt would be interesting to have GCHJ views of the foregoing
viewn and comoorie.

L. D. CALLIMAHOZ




